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Introduction

As more data is being collected and generated by the social sector, we must ask ourselves, who owns all of this 
data? What does data ownership mean in this context? As the social sector, we have values that differ from the 
private sector, and how we think about data ownership should reflect our values and not simply adopt the values 
of others.

We invited Tris Lumley, David Goodman, and Natalie Evans Harris to share their experiences on data ownership.

Tris Lumley 
Director of Innovation and Development
New Philanthropy Capital

Natalie Evans Harris 
Co-Founder & Head of Strategic Initiatives
BrightHive

David Goodman 
VP of Ecosystem Development
BrightHive
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Insights from Tris Lumley

Tris Lumley 
Director of Innovation and Development, New Philanthropy Capital

Imagine that every child on this planet, no matter where they were born, grew up knowing that their 
own lived experience had equal value and currency in the world to the experience of any other - that 
their experience of their family’s assets and needs, their community’s strengths and weaknesses, could 
be mobilized to build on those assets and fulfil those needs. What then could we achieve?

There’s a huge challenge in the nonprofit sector for anyone who believes we need to shift to more data-driven 
decision making and practice. The answer seems to be obvious, though difficult to deliver - increase access to data 
and build the skills needed to harness it. I’ve spent the last fifteen years working at New Philanthropy Capital towards 
that end. That work has taken different forms - publishing analyses of nonprofits’ effectiveness to help donors focus 
on impact; developing impact measurement frameworks and services to help nonprofits collect, analyze and use 
data; and connecting government administrative data to organizations that desperately need it. 

But, the more I’ve thought about it, and the more I’ve seen the results of efforts working on the supply side of 
data to the social sector, the more I think we’ve been missing the most important questions. I think if we reset our 
assumptions about how data can work towards greater impact, and who it can work for, data truly can become a 
powerful tool in the struggle against inequality.

Who’s the customer?

As many of us in the nonprofit sector are fond of reminding our well-meaning friends and commentators in the for-
profit world of management theory, we’re a little bit different from a business. Whereas businesses are pretty clear 
who’s most important to them - the customer - it’s not as clear cut for us. We have people (or animals, habitats, and 
so on) who look like customers. They receive our products or services and are supposed to benefit from them, but 
then we have other people or organizations that also look like customers. They provide us with donations, grants, 
and even contracts to carry out our activities. They’re our proxy buyers. By funding us, they’re essentially purchasing 
products and services on behalf of the people and communities we exist to serve. 

So far, so obvious, but we have a serious proxy buyer problem. Unless these buyers - funders, donors, investors - 
have a really good handle on what our customers, participants, and recipients actually get out of the equation, they 
actually make terrible decision makers.

As an entirely rational problem, this looks like it has an entirely rational solution. Nonprofits should collect some data 
to work out what happens to the people, communities, habitats they’re supposed to benefit, and their proxy buyers 
will then use that data. Resources will flow based on data about where the greatest value is being delivered, just like 
a market.

Unfortunately, this solution turns out to be built on a whole mess of assumptions, that all turn out to be almost 
entirely false. This sucks, but simply wishing it weren’t so doesn’t seem to change things. I should know. I’ve spent a 
good proportion of the last fifteen years doing so.
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Here are just a few of the reasons why data doesn’t solve the proxy buyer problem:

• It turns out that collecting, analyzing and using data requires money - investment in skills, systems, and actual 
work by real humans. This turns out to be a problem because the dominant mode of funding nonprofits is to 
keep them as cheap as humanly possible. Call it the nonprofit starvation cycle, or call it the overhead myth. It 
seems to be here to stay, and that’s a problem when you need to hire a bunch of (not cheap) data analysts.

• It turns out that storytelling is a much better fundraising strategy than data. Charts don’t make us give - human 
connections do. So, it’s not even clear that if we had the data we needed the money would flow in response to 
what it said.

• Even worse, sometimes the story that we tell to fundraise actually turns out to be damaging to our cause - to 
undermine the work we do. If your nonprofit works in the ageing field, your mission would tell you to share 
positive stories about people’s expectations of the ageing process because that leads to better ageing and 
greater well-being, but if you want to raise money, you paint a picture of lonely, frail, sad, old people - exactly the 
opposite of what you should do.

• The stories we tell, and the data we collect, are driven by the money, not by the people we exist to serve. 
Ultimately, nonprofits’ use of data tends to be constrained by the fundraising market paradigm it exists within, so 
even though it seems that nonprofit data could break through the fundraising and marketing “game,” instead it 
seems destined to be captured by that dysfunctional dynamic.

My point is that all the incentives for data collection and use drive you in the direction of addressing the funding side 
of your business model, not the impact side of the model.

• If you don’t believe me, look for nonprofits that are proactively using data about their work to:

• offer potential service users a choice between their service and other organizations’ offerings;

• hold themselves accountable to the people they exist to serve, by making their decision making transparent and 
inviting critique and challenge; or

• help strengthen the field by sharing their data and insight as a public good.

When you do find an example, congratulate them for resisting all the incentives trying to shape their work. And, 
please let me know - I want to be proven wrong!

Can we flip the power dynamics?

What I’m arguing is that the problem isn’t really about data. It’s about power, and to illustrate that, it’s helpful to zoom 
right out to the global level and then back in to a single community.
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At the United Nations, the Sustainable Development Goals were developed as a framework to guide, align, and 
connect efforts across the globe to transform our world by 2030. The SDGs are a structure to build plans around; a 
way to connect the efforts of businesses, governments and nonprofits; and the foundation for a data dashboard to 
measure global progress.

I am a huge fan of what the SDGs represent - an effort to coordinate globally our efforts to benefit people and planet, 
but from the perspective of any individual or community, they represent a very distant and theoretical hope, not 
anything practical they can use. They might see the SDGs through the lens of local nonprofits, providing products or 
services that they’re measuring against the SDGs, or a business offering products or employment and aligning itself 
against the SDGs, but whether those uses of the SDGs give that individual or community any real agency over what’s 
going on, that’s a different question.

Contrast that with Poverty Stoplight - an initiative and organization that grew out of Fundacion Paraguaya to give 
families and communities their own data dashboard, articulating their assets and needs at the household level. 
A family that’s created their own household dashboard might decide to share assets or swap skills with others in 
their community, or a community might bring together their individual assets and needs into a data analysis of the 
community’s priorities.

My point is that data in itself doesn’t change anything about the power dynamics inherent in society that result in 
inequality and injustice. If we’re stuck in the same set of structural dysfunctions (and we are if we need to fundraise 
to do our work!) then the chances are that the ways we’ll use data will be driven by the existing power dynamics. We 
won’t use data to shift the power.

Is there a better way?

I want to offer an alternative to the bleak picture I’ve painted - one that emerges if we collect a number of disparate 
but hopeful signals from across the data landscape:

Although the world wide web was conceived as an open, decentralized, egalitarian network, it has turned out to 
facilitate ever more centralized control by a small number of tech giants, but many of the web’s creators and shapers 
are trying to introduce disruption back into the machine - putting forward new models, standards, and protocols to 
enable individual control and agency over personal data.

• In Europe, GDPR represents significant legislation to strengthen the primacy of individuals in relation to their 
own data. The signs are this may well inspire and seed legislation around the globe.

• Across the social sector, a number of currents are interweaving and mutually reinforcing. Feedback and constituent 
voice, asset-based rather than deficit-based development, lived experience, and human-centred design are just 
a few of the key movements reshaping the social sector around the perspectives of the people and communities 
it exists to serve.

• In Canada, Australia and elsewhere, indigenous communities are putting forward frameworks and principles for 
the collection or use of indigenous, traditional or cultural knowledge and data.

https://www.un.org/sustainabledevelopment/sustainable-development-goals/
https://www.povertystoplight.org/
https://solid.mit.edu/
https://mydata.org/declaration/
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-rules_en
https://fnigc.ca/ocapr.html
http://www.aigi.com.au/wp-content/uploads/2018/07/Communique-Indigenous-Data-Sovereignty-Summit.pdf
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• In pockets of the social sector, like Poverty Stoplight and the Family Independence Initiative, organizations are 
building data infrastructure that gives people and communities a platform to strengthen and magnify their own 
efforts and voices.

Taken together as inspiration, I believe the time is right for the social sector to step up and play a leadership role 
on data. If nonprofits were to return to their values and principles, and their visions and missions, they would find 
a recipe for how to think about and work with data that would be transformative to their work, and would set an 
example for businesses and governments to learn from.

To return to the vision I briefly sketched at the beginning, if we believe that individuals and communities hold many 
of the answers and solutions to make change happen in their lives then data about their lived experience is a key 
foundation stone for tackling inequality and injustice. Rather than mining it for stories that pull on the heartstrings 
and make great fundraising copy, we need to work out how to build the infrastructure that can capture, store, and 
build on that data as people and communities see fit.

Businesses may be most interested in what people’s data can tell them about what they’ll buy, but anyone who 
shares a collective goal of decreasing inequality must be most interested in what people’s data can tell them about 
the context in which any solutions need to work, their aspirations, and their challenges. 

Shift the power.

This is a huge undertaking, and it would be magical thinking to believe that a transformation in the nonprofit sector’s 
approach to data can just be willed into being, but there is an opportunity. What we need is for the social sector’s 
leaders to engage with data as a facet of systems change, for foundations to carve out programs to explore and 
experiment with data ownership and agency, and for those that are already exploring this space to come together to 
build powerful coalitions for change.

We need the geeks to get creative. We need to prototype and develop products that give individuals control over 
their data as it flows through the nonprofits, businesses, and governments they interact with. We need to build digital 
products that put the primary constituent at the center, helping them to achieve their objectives rather than offering 
a product or service through the lens of an organization.

I’m writing this because I hope to play some part in exploring these alternative pathways and do what I can to help 
push towards data ownership and agency for social change at NPC. I hope that if what I’m saying resonates with 
you that you’ll reach out, and we can support each other’s efforts. We’re experimenting with approaches that put 
user-centered design and governance at the heart of collaborations to build digital products that empower people. 
We’re exploring whether a Personal Data Charter for nonprofits would help to put good data principles into practice. 
Others are doing vital work to develop the Responsible Data movement and to prototype Data Trusts.

Ultimately, while I hope that nonprofits and civil society organizations can play a role in helping to unleash the power 
of data, owned and marshalled by communities, the point is that we will need to step back and let communities take 
the lead. If we succeed, we will have helped develop infrastructure that people and communities can build on, with 
sustainability and longevity of its own.

https://www.povertystoplight.org/
https://www.fii.org/
https://www.thinknpc.org/
https://www.thinknpc.org/resource-hub/my-best-life-priorities-for-digital-technology-in-the-youth-sector/
https://www.thinknpc.org/blog/should-you-trust-a-charity-with-your-data/
https://responsibledata.io/
https://digitalpublic.io/writing.html
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Insights from David Goodman and Natalie Evans Harris

David Goodman 
VP of Ecosystem Development, BrightHive

Natalie Evans Harris 
Co-Founder & Head of Strategic Initiatives, BrightHive

Governments, communities, academic institutions, and organizations in the social sector have long desired to 
collaborate with other organizations within their networks by using shared data to better address important societal 
issues or to more fully inform policy or funding decisions. These institutions know from experience that examining 
their own data in isolation not only creates programmatic and funding redundancies but also limits the perspective 
and understanding of the challenges that they face.

When these organizations try to create data collaborations with others in their networks, however, they often discover 
additional challenges. First, each member of any given network has its own set of data definitions, measurements, 
formats, and time intervals. Second, members vary from one another in their technical capacities, as well as the 
technology systems they use to collect, secure, and share data, making data integration difficult and, at times, 
impossible. Finally, members often find that the nature of cross-sector data sharing tends to be adversarial, with 
individual organizations’ legal staff engaging an ongoing battle of red-lined drafts to manage risk and limit liability, 
seeking to answer needs and solve challenges that are specific only to their own organization.

BrightHive has seen firsthand the painful struggle that governments, communities, and academic institutions endure 
as they attempt to collaborate with one another, but we have also seen that when these networks deploy a solution 
that takes a more holistic approach - simultaneously addressing the legal, technical, and data governance challenges 
- networks are finally empowered to share data in a way that exponentially maximizes their impact.

This solution is a data trust - a legal, technical, and governance framework that empowers a collective of organizations 
to securely connect their respective data sources and create new shared data resources that benefit each member.

Why do BrightHive data trusts work in ways that other data collaborations fail? They move beyond employing only 
one or two separate solutions and, instead, deploy an integrated framework in which the solutions to each challenge 
can be strategically aligned and mutually owned by all of the network’s members.

1. Legal framework — BrightHive data trusts empower members of the trust to maintain ownership and control of 
their own data, agree with the other members about how data will be used (and who will use it), and formalize a 
legal framework that can be amended and evolve as the needs of the network grow and change.

2. Technological platform — BrightHive data trusts provide the technology platform needed to ensure that data is 
shared securely and responsibly among its members and ensure interoperability between the members’ data 
systems. The combined data can then be used to compute new values, such as outcomes, for the data trust 
members to use. 

3. Governance — BrightHive data trusts establish a governing body to monitor and sustain the data trust over time.
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When these three keys are in place, new data connections and “pooled” data resources are created, allowing 
organizations to better coordinate action, measure their impact, quickly answer emerging questions, and be more 
responsive to the current and future information needs of their organizations, partners, and communities.

At BrightHive, we are excited by the ways we have seen data trusts unlock new levels of impact for organizations 
and their networks, but as a public benefit corporation, we think the value of data trusts can and should extend 
even further, benefitting the public good. BrightHive data trusts are designed to improve equity of opportunity and 
provide access and use of the data trusts to organizations, networks, and communities that might not normally 
participate in data collaboratives due to institutional or contextual constraints. This is especially true for organizations, 
networks, and communities that serve individuals and groups that are historically underserved or underrepresented 
or those that may have limited resources, do not possess fully integrated data systems, or lack the necessary data or 
technology expertise on staff.

If we truly want to achieve the most combinatorial value of collective data and serve those that can benefit from data 
then we need to make sure that all data providers, and the communities where they work, are able to participate.

How?

Use of open source technology — BightHive data trusts utilize open source technology that is freely available to 
individuals and organizations to view, edit, and use. This eliminates the need for organizations to purchase or 
adopt a new system in order to participate. The application programming interface (API) used to connect to each 
organization’s data system(s) and the extraction, transfer, and load (ETL) algorithms used to pull data into the data 
trust can be used on their existing data system(s) without significant disruption to existing structures and procedures 
and without additional burden on staff or partners.

Flexible and modular architecture — Typical data collaborations often take a one-size-fits-all approach to the technical 
architecture. This will not work for data collaborations in which data providers possess distinct technical structures 
and procedures, as well as their own requirements for data privacy and security. BrightHive’s data trusts provide a 
flexible and modular architecture stack to meet the challenges and requirements of the individual data providers, 
including the ability to configure the data trust to account for limitations or constraints in how data is integrated, 
especially the personally identifiable data needed to link data sets. The flexibility and modularity of BrightHive data 
trusts also provide a critical connection for organizations, networks, and communities that might need additional 
infrastructure to overcome their own limited systems or infrastructure.

Ownership of data — BrightHive data trusts enable data trust members to own and control their individual and 
collective data, allowing the data providers to dictate how their data is used, and by whom. The data trust members 
also control their combined data - the "pooled resources" - so that collectively they can decide how these resources 
may be used. This approach deviates from other types of data collaborations in which one party - usually a funder 
or government - takes ownership of the combined data and often dictates who can use it and how it is used. The 
BrightHive structure levels the playing field for all data providers and democratizes the data so that all may contribute 
and benefit from its combinatorial value. 

Leverage existing tools, partnerships, and collaborations — BrightHive data trusts harness the power of organizations, 
networks, and communities that already know the context and history of their area of work, as well as the existing 
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data and technology to draw upon. This enables BrightHive to design, develop, and deploy a data trust that will meet 
well-known needs within their specific context, reduce costs, and alleviate redundancies within their area.

As more and more networks seek to combine their data to address important societal issues or to more fully inform 
policy or funding decisions, it will be critical for them to do so in a manner that is not only responsible and sustainable 
but also equitable so that each network’s members maintain ownership and control of their own data. BrightHive 
is helping networks across the country achieve these goals through data trusts and working daily to create more 
connected and collaborative data communities.
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